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Notices

® The reproduction, transmission or use of this document or its contents is not permitted without express
written authority.

® Information and specifications in this document are subject to change without notice.

® While information in this document is well edited and checked, mistake or omission may exist. Please
don't hesitate to contact SUPCON if you have any question about this document.

® Please contact SUPCON via email "SMS@supcon.com" if you have any question.

Trademarks

Trademarks or marks SUPCON, SPlant, Webfield, ESP-ISYS, MultiF, InScan, SupField are all registered,
registering or using by Zhejiang SUPCON Technology Co., Ltd., which owns the properties of all trademarks or
marks above. Without the written authority from Zhejiang SUPCON Technology Co., Ltd, no individual or
company shall use any trademarks or marks above. We reserve the right to take legal action for any individual or
company using trademarks or marks above illegally.

Symbol Definition

WARNING: Indicates information that a potentially hazardous situation which, if not avoided, could
result in serious injury or death.

RISK OF ELECTRICAL SHOCK: Indicates information that Potential shock hazard where
HAZARDOUS LIVE voltages greater than 30V RMS, 42.4V peak, or 60V DC may be accessible.

ESD HAZARD: Indicates information that Danger of an electro-static discharge to which

ATTENTION: Identifies information that requires special consideration.

TIP: Identifies advice or hints for the user.

m equipment may be sensitive. Observe precautions for handling electrostatic sensitive devices
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Platform

Section 1 Overview

The Platform is integrated into the OMC (Intelligent Operation Management & Control) system to
predictively manage and monitor safety production data and control loop data in the production
process, enabling intelligent management of production operations.

1.1 Key Functions

System management: Configure menus displayed in the Platform, view user login logs,
and manage i18n (internationalization) settings.

User security management: Manage roles in the production site and association
between roles and users, assign user permissions, and manage users logged in.

Favorites: Supports user-defined menus, allowing adding frequently-used menus to the
favorites for quick navigation.

1.2 Logging in to the Platform

To log in to the Platform:

If the current computer serves as the IAC or IES, click @ on the header of the
High-performanceHMI component.

If the computer is used for third-party management, access the Platform through the
Autonomous Operation Client.

If the networks are separated and a DMZ server is required for data forwarding, refer to
Appendix: Accessing DMZ Server Data.
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1.3 Platform Homepage

Inteligent Operation Management & Control System

& agmin ~ | ) Refiesn €3 Contig

e

@ Tank Pressure

o Q@ Traffic Monitoring 787.59 ML
@ output Product Quality 60.581
@ Discharge Speed 157.52 ka/h
© Process Temperature 196.90 C

Monitoring
Indicator Module

393.79Pa

© Monitoring of PID Control Loops

216%

Closed-loop Control Rate of PID Loops

@ Control Performance Monitoring

Navigation|
Bar

8 Excellent @ Good [ Foir [ Poor

Openloop

497%

Stable Control Rate of PID Loops

Loop Monitoring

Conditonsl exclusion @ Loop exception EVAlUAtiON

Module

1a.71%

® Real-time Monitoring of MPC Controllers

99.45% 99.45%

In-Secvice Rate of MPC Controllers In-Service Rate of MV's

Control Performance
View Module

® Predictive Control Monitoring

Plant Name  Controller Name  Running Time(h) Running Status Trend
172210168 WA2108Y10 439 Good _
172210168 WA110BY10 439 Good =
172210168 WA410BY10 439 Good -
172210168 WA310BY10 439 Good -

© Alarm Health Level

@ PredictveControl

Average Alarms/Hour

8] Loop Optimization

# it

8 Alarm Management

2 System Manage.
Level 5

Predictable

2 User Securty

B 6600

Max Alarms/Hour

® Alarm Statistics
O3 Week | Month
Number of alarms.
Alarm acknowledgement rate:
Average confirmation time
Average recovery time
Alarm flooding times

Number of flash alarms

other

000%

© Operation Frequency

Neda2y%Alarm Management
Module

Figure 1-1 Platform homepage

1.4 Initialization

You can customize the items displayed on the homepage.

1) Click &3 Config on the upper-left corner to open WEB Config page.

Intelligent Operation Management & Control System

Home g

© Data Service Config

Data Service IP: 172300168 *
Data Service Port: | 5150 *

Data Service Username:  administrator *

Data Service Password:  sssees ®

© Parameter Config

© Connection succeeded.

Parameter Name  Traffic Monitoring Formula | (#pollinput003# - #pollinput002#)/0.05 Unit

Parameter Name  Output Product Quality Formula | (#pollinput003#~2pollinput004#)/0.65 Unit

Parameter Name  Discharge Speed Formula  (#pollinput003#+#pollinput003#)/025 Unit

Parameter Name  Process Temperature Formula  (#pollinput003#+2pollinput003#)/020 Unit
+ Add [ configured .

Figure 1-2 Web Config page

ML

kg/n

&Admin v | () Refresh €3 [Config

© Page Config

Monitoring Indicator Module @ cnavle
Alarm Management Module @ cavle
Control Performance View Module @ cnavie
Loop Monitoring Evaluation Module @ cnavle

+ %

+ X

+ %

+ %
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2)

Configure the settings according to the table below.

Iltems

Homepage Pane

Descriptions

Data service

Data source (i-SYS) acquired by the
Platform:
® Data Service IP: IP of i-SYS

config ® Data Service Port: 5150
® Data Service Username: administrator
® Data Service Password: supcon
) Corresponds to the modules in | Enable to show the corresponding module
Page config

Figure 1-2

on the homepage.

Parameter config

Monitoring Indicator Module

Parameters shown in the Monitoring
Indicator Module:

® Parameter Name: name of the
parameter displayed

® Formula: the formula for computing the
parameter value. Tag names in i-SYS
and four basic arithmetic symbols are
supported.
Use # to separate the tags.
E.g. (#i-SYS tag name 1# +#i-SYS tag
name 2)/2

®  Unit: the actual unit.

Tip:

® If the operating system is Chinese version, please connect to the i-SYS 4.0 platform. If

the operating system is English version, please connect to the i-SYS 3.1 platform.

®  After switching the language version, reconfigure the connected i-SYS platform

according to the language used in the environment.
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Section 2 System Management

Through system management, you can manage menus, i18n (internationalization) codes, and
logs.

2.1 Menu Management

With menu management, you can establish menus for various operations in the system and
associate menus with operations.

Select System Manage > Menu Management in the navigation tree. The area on the right of the
navigation tree will display the Menu Management page.

Intelligent Operation Management & Control System &admin v | (9 Refresh & Config
Home Configuralion Management  ExpertTuning  Seflings Center  Vizard Tuning  Intelligentssistant

+ System Manage
* Menu Rost
> Pilat 1.Base Msg ¢

» Systern Enviranmental Mo, Code:  systern OpenType:  Current Tab USEE e company
Cormpany:
WebSight

URL: UserRange:  default company Hide: Mo

Integrity

Menu Style: Module:  Authorization Management Memo:  FiHETE

2. Operation List

‘ add ‘
Operation Nae Operation Code URL Workflo Nate Operation

systern_default

Figure 2-1 Initial page of menu management

As shown in the figure above, the Menu Management configuration page mainly includes:

® Menu tree
Select a menu to modify, delete, sort, or move it. You can also create hew menus.

® Menu basic information:
Click ¢ on a menu to open a dialog box where you can configure the menu's properties
based on the table below.

Items Function Descriptions
Menu Enter the code for the new )
Code menu.

Link URL Enter the URL associated with )
the new menu.

Menu Style Specify the CSS style for the )
new menu.
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Items Function Descriptions
Choose the desired opening Current Tab": open the menu in the current
Open Type tab.

type for the new menu. "New Tab": open the menu in a new tab.

Module The module to which the new Cannot be edited.
menu belongs.

The company to which the new

Userrange | on, belongs. i
Hide Hide this menu or not. When che_cked, the menu will not be
displayed in the navigation tree.
Enter the additional comments
Memo -

or notes about the new menu.

2.2Login Logs

In the Platform, you can view the login logs of users.

Select the System Manage > Log Manage > Log in in the navigation tree. The area on the right
of the navigation tree will display the login logs page.

>
Intelligent Operation Management & Control System Ladmin v | () Refresh €3 Config

Configuration Management — ExpertTuning  Setings Center  Wizard Tuning  IntelligentAssistant  Menu Management

Figure 2-2 Login logs

2.3118n Management

Through international management, you can maintain the i18n information in the web client and
export the settings of the i18n module as a zip file.

To access i18n management, select System Manage > International Management in the
navigation bar. The right area of the navigation bar will display the page as shown in Figure 2-3.
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Intelligent Operation Management & Control System

Harme Settings Center wiizard Tuning Intelligent Assistant Menu Management Lag in System Code

| add ‘ language settings export
118n ke chingse(simplified Chinese ch. enghish(11 5 &)
thac.custornrandom16915164,., Password Lockout
LoopOpti. Configuration EEETE Configuration Management
LoopOpti Expert SEEE Expert Tuning
LoopOptiLoopCOpti [EIFEHAL Loop Optimization
LoopOpti.Managernent RinETE System Management
LoopOpti.Manual EIaE Sy User Manual
LoopOpti.Monitaring LRk Real-time Manitoring
LoopOpti.More {HENTHES Iare Functions
LoopOpti.PararneterHis PIDFoER ¥ PID Historical Parameter
LoopOpti PararmeterTuning R Fararmeter Tuning
LoopOpti.Performance {HREITEE Perfarmance Evaluation

Figure 2-3 International management

2.3.1 Creating i18n Key

1) Inthe International Management page shown in Figure 2-3, select add to open the Add
i18n window as shown in the figure below.

Addi18n

# rnodule
* 18N key
chineseisimplified Chinese character)

english(.5.48)

0K Cancel

Figure 2-4i18n management

2) Configure the i18n key and its corresponding language information in the dialog box.

3) Click OK.
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2.3.2 Language Settings

You can set the language according to your needs.

In the International Management page shown in Figure 2-3, select language settings from the
dropdown menu to open the i18n Management dialog box as shown in the figure below.

language settings

nur.., i118n key language enable
1 zh_CN chinesetsimplifie.. (D
2 en U3 english(l.5.2) a
3 zh_HE chinese{Hong K., .

4 id_ID Indonesianiindo...

Bl -

Figure 2-5i18n language settings

e ™

® Before deleting a language, make sure to disable it first.

® The Chinese (Simplified Chinese) is the default language, automatically enabled, cannot
be disabled or deleted.
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Section 3 User Security Management

3.1 Role Management

In Role Management, you can uniformly manage the user permissions.

Select User Security > Role Manage in the navigation tree to open the role management page as
shown in the following figure.

Home System Code BlackWhite IP List

administrator role + Comnect User Export

~ B default company

UserName awn role Rale Saurce Operate

& company sdministr. Adrin administrator role from role

& ordinary user role

Figure 3-1 Role Manage page

After selecting a role from the tree on the Role Management page, the right side will show all users
associated with the selected role. Additionally, you can search for users based on role name or
username in the search bar.

In the above figure, roles and corresponding users can be managed.

Editing Role
1) Hover over a role from the tree and click the ... button on the right side. From the popup

menu, click Edit to open the Edit role dialog box as shown in the following figure.

editrole

# role name

ordinary user role

* code

desc

ordinany Users

“ Cance'

Figure 3-2 Edit role dialog box

2) Complete the new role information by entering the Code, Role Name, and Desc text
boxes. After a successful configuration, the new role will be updated in the tree.
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Configuring Role Permission

1) Hover over a role from the tree and click the ... button on the right side. From the popup
menu, select auth settings to open the Authority Manage dialog box as shown in the
following figure.

@ Role Autharity Manage — o X

ordinary user role permission settings Function Authority Pilot Permmissions Alarrn Managerent

Unassigned Simultaneausly assigned ta roles ‘ Assign permissions ‘
Assigned permissions —

) Filor Data permissions
Operatian
fmeny item Post Secto Designated Designated Designated - Bzt
Handler [ unlimited
etrict stricti posit department personnel |

b Loop Optimi

Menu add
» PredictiveControl
Menu delet
b Al Management ) Mers Man
b System Environmental Monitor gement | modf
WebSight
Menu query
Integrity
b User Security
b Organization
> Messsge =
-
» Entity Canfig
Administrator table attribute s i
nter
b Workflow Manage
Menu add
Menu modif
tion
Menu han
age
Menu enable /
disable ) ) ) ) ) ) v

Figure 3-3 Role authority management dialog box

2) Check the permissions that need to be assigned in the permission list.
Adding Users to A Role
After defining roles, users can be added to those roles. Steps

1) Select the role to which you want to add users from the tree.

2) From the right-side menu, select the Connect User command to open the User
Reference dialog box as shown in the following figure.
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User Reference

Selected: 0
Departrnent Pasition "default departrent” Staff Select Al

ObseNer Ohserver  default posit.,
default department

Display person without account number
Cancel

Figure 3-4 User reference dialog box

3) Select users from the left area and click > to add them to the Selected area.

4) Click OK, and the selected users will be displayed as associated users for the current role
in the role's user list.

3.2 Permission Query

The Permission Query function is mainly used for querying user permissions, role permissions,
and permission change logs.

In the navigation bar, select User Security > Permission Query. The right panel will display the
query page as shown in the following figure.

10
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Intelligent Operation Management & Control System &admin v | () Refresh &3 Confia
Home SyslemCode  RoleManage  Black-White IF List User Permission Management  User anage
Permission Query User Perrmission Query Rale Permission Query Permission Changed Log
expart
User Na. Menu Name Operation Name Process Group Ratr Position R, Designate: Designate... Handler Unrestricted  Permission Nameof A AlocateTime Role of Source
Admin Pilat - - - - - - v User Auth... virtual pers. 2023-07-28 07:10:36
Adrin Procedure Bull - -~ -~ -~ - - v User Auth... virtual pers. 2003-07-28 0710136
Adrin PID Historical . - -~ -~ -~ - - v User Auth.. vittual pers. 2023-07-28 07:10:50
Adrmin Systern Manag., - - - - - - v User Buth.. vittualpers.,  2023-07-28 071050
Adrmin Settings Center - - - - - - v User Buth.. vittualpers., 2023-07-28 07:10:50
Admin Switch Project - - - - - - v User Buth... virtual pers. 2023-07-28 07:10:50
Admin UserManual . - - - - - v User Auth... virtual pers. 2023-07-28 07:10:50
Adrmin PreiictiveCont - -~ -~ -~ - - v User Auth.. vittual pers. 2003-07-28 0710:55
Admin Watch - - - - - - v User Auth.. virtual pers. 2023-07-28 07:10:55
Admin Alarm Manage. - - - - - - v User Auth... virtual pers. 2023-07-28 07:11:00
Admin Audit - - - - - - v User Auth... virtual pers. 2023-07-28 07:11:00
Admin Audit Scheme - - - - - - v User Auth... virtual pers. 2023-07-28 07:11:00
Admin Audit Pragress - - - - - - v User Auth.. virtual pers. 2023-07-28 07:11:00

Figure 3-5 Permission query

3.3 User Management

Select User Security > User Manage in the navigation bar, and the User Manage dialog box will
be displayed on the right side as shown in the following figure. It allows unified management of
users within the OMC system.

x
Intelligent Operation Management & Control Systern &admin v | () Refresh L3 Confia

Home System Code Role Manage  Black*WhiteIP List  Permissionquery  User Permission Management International Management

Users Q  gort New
Username § Deseription $ Emall § Phone ¢ Lok 3 LockoutReason § Date Locked § Freeze ¢ FreezeReason § DatoFrosen § Passwordexpireson | Manage
din a - s - - Bt Rosst Password
Osserar a - 6 - - Bt Dabte

Total 2 revonds

Figure 3-6 User manage page

™

® Admin and Observer are default users and cannot be deleted.

® Theinitial password for Admin is "admin," and this account supports password reset.
The password for Observer is empty, and password reset is not allowed.

® For detailed instructions on user management, please refer to the OMC User Service
Configuration Guide.

11
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3.4 User Permission Management

After configuring users, you can assign operational permissions to them.

1) Select User Security > User Permission Manage in the navigation bar, and the User
Permission Management page will be displayed on the right side as shown in the following
figure. In this page, you can configure operational permissions for the created users.

Intelligent Operation Management & Control System S admin ~ | ()Refresh €2 Config
SystemCos  RoleManage  Blackwnits PList  Fermission avery Useranag
Wi et
Observer
Admi

Figure 3-7 User permission management page

2) Select a user and click the authority button in the Operation column, to open the
permission assignment page as shown in the following figure.

& User Authority Manage - [m] >

Observer permission settings Function Autharity

Rols Autharity Extend Autharity
Assigned permissions

s S ————

b Systen Manage
Data permissions

» Loop Optimization — Operation Salect all
itern Post Sactor Designated Designated Designated -
. . . - Handler unlirnited
b PredictiveContral restrictions restrictians position department personnal
b Alarm Management Bilot
b Systemn Emviranmental Monitar Procedure
WebSight Builder
Integrity Procedure
Execution
b User Security
Log Log
b Organization
History History
» Message
. ) Template B Template Build
b Entity Confi
ity Cenfig uilder er
Administrator table sthribute s..,
Authorizati
b Waorkflow Manage on Managemen -
t
System Co
nfiguration

Procedure Procedure Build
Euilder er

Figure 3-8 User permission assignment page

3) Check the permissions that need to be assigned in the permission list.

12
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Section 4 Favorites

In the menu list, select a menu and click on the right side to add it to favorites, as shown in

the following figure.

hlenu Management hlenu Management
Log Manage Log Manage

Systermn Code Systermn Code
International Manage. .. International Manage. ..

Figure 4-1 Example of navigation bar menu

Once added to favorites, the menu will be displayed as
added to favorites, as shown in the figure above.

13

. Click on Favorites to show the menus
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Section 5 Appendix: Accessing DMZ Server Data

Because of the network policy adopted in the field, the control network and information network
may not connected and a DMZ server is used for forwarding. In this case, you need to install nginx
to achieve network forwarding.

The following figure illustrates a typical network structure of accessing a DMC server from external
network.

Forwarding

Web Client
Server

|
|
|
|
i
|
192.168 .Q i
|
|
|
|
|

Firewall IAC

172.21/21

Figure 5-1 Typical network structure of accessing a DMC server

To install and configure nginx in DMC server:

1) Inthe OMC installation directory\Setup\05\Add-on, copy "nginx-dmz.zip" to any directory
on the DMZ server and extract it (Note: The directory should not contain any Chinese
characters).

2) Run the "installSupfusionNginx.bat" as an administrator in the \nginx-dmz\command
directory.

3) Go to the "nginx-dmz\conf" directory and modify the "nginx.conf" configuration file.
Change the IP address after "geo $controller_server_address" to the actual IP address of
the control network server. After making the modifications, save the file.

14
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htep {
include mime.types;
default type application/octet-stream;
#log_format main 'Sremote_addr - Sremote_user [$time local] "Srequest™ !
F 'Sstatus Sbody byvtes sent "Shttp referer™ °
1MShitp peer agent® FShttp x forwarded for™';

geo ScnntIDller_server_address {
default hetp:/f137.0.0.1;

—racoess Iog IogssaccesD.Ioy mEImr
access log off;
sendfile on;
#tcp_nopush on;

#keepalive_timenut a;
keepalive timesout 6537

#gzip on:

client max body size 2048m;
client body buffer size 128k;

server {
listen 17084;
server name localhost;
set 55upnslite_controller_server_address ScDntroller_server_address:17030;
#charset koiB-r;
#access_log logs/host.access.log main;
proxy read timeout 3007
include location/*.conf:;

include server/*.conf;

# another wirtual host using mix of IP-, name-, and port-based configuration

#

$zerver |

# listen 8000 ;

# listen somename : 3080;

3 Server name somename alias another.alias:
# location / {

3 root html ;

# index index.html index.htm;

#

Figure 5-2 Example file

4) Open the service list in the Task Manager. Right-click the
"supcon-nginx-middleware-dmz" and click Start to start the nginx service in the DMZ.

5) Access the suposlite login page by visit http://DMZ_zone_server_IP:17084.

15
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Section 6 Revision History

Applicable Product

. Remarks
Version

Document Version

V1.0 (20230911) OMC V1.20.00.00-M First release.
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